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R1 complete Going Concern

Management do not prepare a paper for Those Charged With Governance to support the going 
concern basis of accounts preparation. Such a paper is considered to be good practice and 
would provide assurance on how the Council will meet its financial liabilities, future financial 
challenges and manage cash flow over the next 12 months. 
R1. Prepare a paper annually for Corporate Governance and Audit Committee setting out the 
basis for the going concern preparation of the financial statements and provide this with the audit 
working papers.

R2 Supplier bank mandate changes

Internal Audit have identified a discrepancy regarding the processing of bank mandate changes 
for suppliers. Although no evidence of bank mandate fraud was identified by officers at the 
Council, during 2019/20 Management had not fully implemented the monitoring and reporting of 
bank mandate changes to the Corporate Governance and Audit Committee, as recommended 
by Internal Audit.

R2. Monitoring and oversight of supplier bank mandate changes should take place and be 
reported to the Corporate Governance and Audit Committee. 

R3 GRNI accruals

Audit testing identified three GRNI accruals which had been settled during 2019/20 and should 
not be reported as creditors. The error extrapolation was £788k.
R3. Review GRNI accruals to payments made to avoid overstating the GRNI creditor balance.
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R4 TBC Improvements to control over administrator access for the Northgate application and 
database 

During our audit, we were informed that administrator access on the Northgate application and 
database is restricted to users within IT that require it as part of their job roles / duties.

However, based on our audit procedures it was noted that one user, who is part of the functional 
Business Support/CTR Team had this level of access assigned. This breaches good practice to 
manage risk through segregation of business users and those with administrator access 
assignments. While we understand a review of access by team is underway a risk currently 
exists due to this user’s access.

In addition, it was also noted that a number of shared generic accounts existed within both the 
application and database that also have administrator access assigned. Whilst we understood 
these accounts are required for specific tasks (i.e. updates and year end processes) and access 
is limited to relevant teams (i.e. application support or database admins) the controls over the 
accounts are not formalised / documented.

R4. We recommend that management should review users assigned privileged access within 
the Northgate application to ensure all have an appropriate requirement and do not create any 
segregation of duties threats. 

Where risks exist and access cannot be removed for operational reasons management should 
consider implementing formal monitoring of user activities to gain assurance activity is 
appropriate / in line with job roles and as relevant formal requests.

In addition, we recommend management should review controls around the use of any shared 
accounts to ensure that it is possible for them to gain assurance these are used only for 
approved tasks and by members of the appropriate teams. 

Management may also wish to consider if tasks performed by shared accounts could be 
undertaken through individual user accounts with delegated permissions. This would ensure 
accountability can be maintained and decrease the risk created through use of shared accounts.
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R5 TBC Evidence not available of access reviews being periodically conducted on Active Directory

During our audit, we were informed that user access and permissions reviews are performed on a 
periodic basis to reconfirm the requirement for individual users assigned access based on their 
current job role / duties. However, evidence of these reviews occurring was not provided for 
review. 

Where evidence of a control operating is not provided the risk is created that the control is not 
operating effectively. This then creates / increases the following risks:

a) Gaps in user administration processes and controls may not be identified and dealt with in a 
timely manner;

b) Access to information resources and system functionality may not be restricted on the basis of 
legitimate business need;

c) Enabled, no-longer-needed user accounts may be misused by valid system users to circumvent 
internal controls;

d) No-longer-needed permissions granted to end-users may lead to segregation of duties conflicts; 
and

e) Access privileges may become disproportionate with respect to end users' roles.

We understood that management have initiated a project to review all Northgate access and 
security logging processes but have not been provided with evidence for review and have been 
informed new processes have not yet been implemented.

R5. It is our experience that access privileges tend to accumulate over time.  As such, we 
recommend that management implement a process to perform periodic, formal reviews of the user 
accounts and permissions within Active Directory

These reviews should take place at a pre-defined, risk-based frequency (annually at a minimum) 
and should create an audit trail such that a third-party could determine when the reviews were 
performed, who was involved, and what access changed as a result.  

These reviews should evaluate both the necessity of existing user ID's as well as the 
appropriateness of user-to-group assignments (with due consideration being given to adequate 
segregation of duties). 
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R6 TBC Audit log monitoring is not fully enabled on Active Directory

During our audit, we reviewed the current audit logging output for Active Directory. This has been 
enabled through the use of a Security Information and Event Management product (SIEM) by 
McAfee with various events and activity logged, reported and reviewed. 

However, audit logging is currently not fully enabled across all relevant activities and events. 
Specifically, we noted that the current provision does not cover:

Active Directory

Office 365

Supported Applications

While the system is not fully enabled the following risks still exist:

a) Without appropriate logging and review of user account activities, it is difficult for management 
to monitor and detect unauthorised actions and / or identify potential external attacks in a timely 
manner.

We understand that IT services are proposing to widen the scope of the processes and reporting / 
implement a new SIEM tool to ensure that this is completed and followed up in the future.

R6. We recommend that management should ensure that audit logging / reporting processes 
covers all activities that could risk the security of the systems in use.

Specifically logging should ensure use and / or activities of user accounts are configured to 
capture transactional level and configuration changes using a risk-based process, for example 
focusing on those accounts with elevated permissions. 

Logs should be reviewed periodically by someone other than the system administrators 
themselves. These reviews and, as relevant, follow up activity should be formally documented. 
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